VPN Remote Access Gateway IGW/922 — microHOWTO

How towriteyour first CGI program for the |GW/922 user web server

The software of the VPN Remote Access Gateway I@2//@ffers two different embedded web
servers. One is available over TCP port 7777. Bhisalledconfiguration web serveworks in
HTTP mode only and is reserved for IGW/922 web-basanfiguration interface. Please see also
the documenWeb ConfigTool — User manudlhe other web server is accessible over TCPgbrt
in HTTP mode or TCP port 443 in HTTPS mode. Thicalbeduser web servecan be used for
user applications.

This document describes how to write a simple Q&llsscript program, download the program
file to the user web server default CGI file spaaag how to access this CGI application program
over a web browser.

* 1. Step: Use the IGW/922 web-based configuration interi@ee make sure that the FTP server
is running and that the HTTP/HTTPS web server $® anabled. This server is theer web
server

Mozilla Firefox

1 Ansicht — Chronik en Extras Hilfe

1192.168.0.44: 7777 fcgi-binflogin. cgi

General service configuration

General service configuration
Telnet server :

| FTP server: |I
Time server :
{ HTTPMTTPS Web server : | Enabls ]

Webconfig :
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System

Network

Services

* OpenVPN

* IPsec

* DynDNS

= DHCP server

* Firewall and NAT
Proxies

SSV ConfigTool :

Logout

e 2. Step: Run a editor with HTML and shell script support your PC (see mHTigw922-2.pdf
How to download and install a HTML editdor more details) and enter the following code
lines:

#!/ bin/sh

# test.sh

# Environnent Variable

echo Content-type: text/htm
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echo

echo "<htn >"

echo "<head>"

echo "<title>"

echo "CA Environnent Vari abl e"

echo "</title>"

echo "</ head>"

echo "<body>"

echo " SERVER SOFTWARE=$SERVER SOFTWARE<br/ >"
echo " SERVER NAME=$SERVER NAME<br/ >"

echo " SERVER PROTOCOL=$SERVER PROTOCOL<br/>"
echo " SERVER PORT=$SERVER PORT<br/>"

echo "REQUEST METHOD=$REQUEST METHOD<br/>"
echo " GATEWAY | NTERFACE=$GATEVWAY | NTERFACE<br / >"
echo "PATH | NFO=$PATH I NFO<br / >"

echo "PATH TRANSLATED=$PATH TRANSLATED<br/ >"
echo "REMOTE_HOST=$REMOTE_HOST<br/ >"

echo "REMOTE_ ADDR=$REMOTE_ADDR<br/ >"

echo "REMOTE_| DENT=$REMOTE_| DENT<br / >"

echo " SCRI PT_NAME=$SCRI PT_NAME<br/ >"

echo " QUERY_STRI NG=$QUERY_STRI NG<br/>"

echo " CONTENT_TYPE=$CONTENT_TYPE<br/>"

echo " CONTENT _LENGTH=$CONTENT LENGTH<br/>"
echo "</ body>"

echo "</ htm >"

exit O

2 pspad - [C:\_FTP\templtest.cgi] (i=0E3]
D Datei Projekt  Bearbeiten Suchen  Ansicht  Format  Werkzeuge Skripte  HTML  Einstellungen  Fenster  Hilfe - 8 x
1., test.cqgi

.I 3 QQ Q’ oAl ? 1 lP 1 ZP 1 SP 1 4P 1 SP 1 SP 1 TP

#1/binssh R

—u = + [ —
o3 E = ﬁs # test.sh

@ Neues Projek! # Environment Varisble

) Ordrer

echo Content—type: text/html
echo
echo "<html>'"
echo "<hesad:"
echo "<titlex"
echo "CGI Enviromment Variable"
echo "</titlex"
echo "</head:"
echo "<body>"
echo "SERVER SOFTWARE=§3ERVER_SOFTWARE<hr /="
echo "SERVER_NAHE=$SERUER_NAHE<brf>"
echo "SERVER PROTOCOL=§3ERVER_PROTOCOL<hr /="
echo "SERVER_PORT=$SERUER_PORT<brf>" ™
echo "REQUEST METHOD=$REQUEST METHOD<hr/:»"
echo "GATEUAY_INTERFACE=$GATEUAY_INTERFACE<brI>"
echo "PALTH INFO=3§PATH INFO<hr/:"
echo "PATH_TRANSLATED=$PATH_TRANSLATED<brf>"
echo "REMOTE_HOST=§REMOTE HOST<br/:>"
echo "REHOTE_ADDR=$REHOTE_ADDR<brf>"
echo "REMOTE IDENT=$REMOTE_ IDENT<hr/:"
echo "SCRIPT_NAHE=$SCRIPT_NAHE<brf>"
echo "QUERY ZTRING=$QUERY STRING<hr/:"
echo "CONTENT_TYPE=$CONTENT_TYPE<brf>"
echo "CONTENT LENGTH=3CONTENT LEWGTH<hr/:»"
echo "</body>"
echo "</html="
exit O
¥
< | 2
1:1 {310 [869] = # 35 $23 UINIx Shell Script UNIX | Kodierung: ANSI (Windows)
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» 3. Step: Save the code lines to a file with the namles.cgiin a Unix file format. Then transfer
this file from your PC to the IGW/922 directaftysr/Iocal/wwwi/cgi-bin within the IGW/922 file
system. Please use a FTP session for the file transfer.d&ffeult IGW/922 FTP user name is
root. The default password for this user is alsat.

Datei Bearbeiten Ansicht Transfer Server Lesezeichen Hife Meue Version verflgbar!
- [EHn-QELOFER Pen
Server: | 192.168.0.126 Banutzername: Passiort: Port: [vertingen ][]
[Anbwort: 200 Type set to L. ~
EBefehl: PASY
Ankwork: 227 Entering Passive Mode (192, 168,0,126,9,220)
Befehl: LIsT
lAntwort: 150 Opening BINARY mode data connection for fhinjls',
Ankwork: 226 Transfer complete,
Status: Anzeigen des Yerzeichnisinhalts abgeschlossen b,
Lokal: | Cii_FTPitempi | Server: | justflocalfamsjrgicbin v
G- L) temp ~ ¥ mrt ~
B WS T proc
&) _TOSHIBA-BLT ) root
5 _TOSHIBA-NEL e
-{2) colinux %) shin
{2 cygwin F) sys
{2 Dokumente und Einstellungen T tmp
&) FWBuilder21 =3 usr
& () Google %) adm
&1 () HitexSTRGWarkshop *) hin
51 ) KW-Software % lib
D A Th i b = ) local
Dateiname  / Dateigrofie  Dateityp Zuletzt geandert - %) bin
=) tcpserver.java 1632 JAVA-Datei 09.02,2009 12:20:36 2) ib
& mzm-webbarner. s 6.666  Shockwave Flas... 11.07.2010 14:05:03 EJ i
i Mausproblem, jpg 23122 FEGEI 21,05,2010 05:55:08 i) var
z) MulticastPesr.java 985 1aVA-Datei 05.02.2009 13:39:13 — WVT b
=) post_request.pl 561 PL-Datsi 15,02,2009 19:40:37 Sl —
@TCPCI\EHL(IESS 1.644 CLASS-Datei 09.02.2009 12:28:12 Dateiname /. Dateigrifie  Dateityp Zuletzt gedndert | Berechtigu...  BesitzerfGr...
? TCPClignt.java 939 1aVA-Datei 09.02.2009 12:27:43 ..
TCPServer.dlass 1,750 CLASS-Datei 09.02.2009 20:13:26 [l rest cai 839 CGI-Datei 01.10,2010 12301 -oiepeemee (R e
Q TCPServer.java 1,239 1ava-Datei 05.02.2009 13:39:07
@tsst-suhte:}.php 695 PHP-Datei 04,12,2009 15:20:33
@ test.cai 839 CGI-Datei 23.01.2007 09:01:22
test.lua 411 Lua Scripk File 07.11,2009 01:31:48
test luac 136 Lua Compiled File  02.11.2009 22:32:51
@ test.sh 839 SH-Datei 23.01.2007 09:01:20
ﬂ Thumbs, db 24.064  Datenbankdatei 17.07.2009 15:57:49
= DPClient.java 966 Java-Datel 05.02.2009 13:37:38
DPServer.java 773 1avAa-Datei 05.02,2009 13:38:56
@ write_values . php 837 PHP-Datei 16.02.2009 09:10:18 3
1 Datei ausgewahlt. Gesamtgrofe: 839 Bytes 1 Datei. Gesamtgrafe: 839 Bytes
Server[Lokale Datei Richtung  Datei auf Server Grée  Prioritat Status
B u77983z2@dInetpe. com
CiiDokumente und Einstellun, .. - fmHT-d5282-05, pdf 322,678 Mormal
2u ibertragende Dateien {1} | Fehigeschlagene Ubertragungen Erfolgreiche Ubertragungen {13
#it 4 Warteschlange: 316KE @ @

* 4. Step: Run a Telnet or serial console session with adstratior rights and change ttesst.cgi
file attributes to executable:

chnod +x test. cgi

-1 - HyperTerminal

Datei Bearbeiten Ansicht  Anrufen  Obertragung 7
[root@ADNP9208 cgi-binl$ls -al
druxrwsxrux 2 root root 128 Oct 1 12:38
drwxr—xr-» 3 root root 288 Dec 9 2005
-ru-r 1 root root 839 0ct 1 12:30 test.cg1
[root@ADNP9208 cgi-binl#chmod +x test.cgi
[root@ADNP9200 cgi-binl$ls -al
drwxruxrex 2 root root 128 Oct 1 12:30
druxr-xr-x 3 root root 288 Dec 9 2005
—ruRr—H-—¥ 1 root root 839 Oct 1 12:30 test.cogi
[root@ADNP9200 cgi-binl$

verbunden 00:04:03 AMSTW 115200 5-M-1
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* 5. Step: Run your web browser and access the new CGI progkeer the IGW/922 user web
server. Use the following URL:

http://192. 168. 0. 126/ cgi - bi n/test. cqi

& CGI Environment Yariable

-« + @ http:/f192,168.0.126/cgi-hin/test.cgi ¢ | | Q- Google O~ £~

SERVER_SOFTWARE=lighttpd/1.4.15
SERVER. NAME=192 168.0.126
SERVER._PROTOCOL=HTTP/1 1
SERVER_PORT=80

REQUEST METHOD=GET
GATEWAY INTERFACE=CGIN.1
PATH INFO=

PATH TEANSLATED=
REMOTE_HOST=
REMOTE_ADDR=192.168.0.1
REMOTE,_IDENT=

SCRIPT NAME=/cgi-binftest.cgi
QUERY_STRING=

COMNTENT TYPE=

CONTENT LENGTH=0

Please note: /usr/local/www/cgi-bin is a RAM disk directory. After the next reboot thie
test.cgiis removed from this directory. Please see alsoligw922-5.pdf: How to use non-
volatile storage space for your HTML pages

That's all.
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