Linux Security Gateway IGW/100 — microHOWTO —_—

How to get FTP access with root rights

The default configuration of the Embedded Gateway Linux FTP server offers only write access to
the RAM disk directories /home/gast and /home/guest. For all other directories within the RAM
disk and the /mnt or /flash directory at external or internal flash memory, the FTP server

configuration offers only read access rights.

1. Step: Setup a Telnet session to your IGW/100 Linux Security Gateway. Make sure that you
have super user (administrator) rights within this session. Then use the passwd command and

set a new password for root.

=% Telnet 192.168.0.126 M=k
- 55V Embedded Linux Gateway - Version 0.01-2.4.20-1-MBle@-ADNP1520-1-200d40401 B

emblinux login: root
BusyBox vd. 60,1 (2001.09.28-09:44+00080) Built-in shell (ash)
Enter help' for a list of built-in commands.

# passwd root
Changing password for root

Enter tﬁe new password (minimum of 5, maximum of 8 characters)

Please use a combination of upper and lower case letter|
s and numbers.
Enter new password:
Bad password: too simple.

larning: weak password (continuing).
Re-enter new password:
gasswor'd changed.

2. Step: Setup a new FTP session with the user name root and the new root password from the

1. step. Within this FTP session you have write access to all directories.

B 0 4] Prafile Mame: |II3'W':'1DEI Foot [test1] Connect |
MB.»"IDD192‘IEB1 12

Host Address: |'I 921B8.0.126 Cancel
Port: 21 [~ Use PASY Mode | Use Firewall

Logir: |rl:|ot [ Anonymous

EREEE

Fazzword:

Iritial Path: |
Attermnpts: 1 Fietry Delay: |10
Diownload Patk: | Browse

Dezcriphion: ‘

[ Cache data between sessions

Add | Save Shortcut Remove
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e 3. Step: Change to the directory /flash or /mnt (if you have a CompactFlash card mounted to the
IGW/100 file system) and write files with FTP to these directories.

«N |GW/100 Root (test1) - FTP. Explorer
File Edit

m|@|o| ala|o|s| |+ 4] X]E )]z

Wiew Tools ‘“Window Help

1 Ale [E

=19

All Folders Contents of 'Yflazh,
= D | Mame | Crescription | Size | Type Dake
{3 bin (0 v Folder 23.08,2004
([ dev [#] __autostart.sh KB SHFile
5| tC _autostart.sh 1KE SHFile 29,11, 2004
SR flash) T atsz0-tif01 POF 80KE  Adobe Acrobat-Do...  19.01.2005 08:55:00
L0 v ] autostart.sh 1KE  SHFile
+-[_7] hame
b
[:I mnk
] proc
[:l ook
[ shin
3 tmp
£ usr
] var
s I 2
PE A ~
200 Type set to A.
PORT 192,168.0,1.4,23
200 PORT command successful.
LIST
150 Opening ASCIl mode data connection for fbin/ls.
226 Transfer complete. ¥

For Help, press F1

Awaiting Command

5 IGW/100 Root (test1) - FTP. Explorer

File Edit View Tools ‘Window Help
®|@|o| BlB|0]2] E[+[ X[ 2|=fwm als
All Folders Contents of YmntAvar
[ dev || Mame | Description | Size | Tvpe Date
(D etc (2 adm Falder 12.06.2003
(1 Flash b Falder 12.06,2003
&3 home Dok Falder 12.06,2003
Qe Dlag Falder 12.05,2003
= (3 rnt Hrun Folder 01.01,1980
% s (3 spool Folder 12.06.2003
- a i [tmp Folder 12.06,2003
[k
[ lack
(A1
£ run
7 spool —
1 tmp
D proc
[:I rook w | | »
PE A ~
200 Type set to A.
PORT 192,168.0,1,4,28
200 PORT command successful.
LIST
150 Opening ASCIl mode data connection for (binfls.
226 Transfer complete. ]

Far Help, press F1

Auaiting Cormrmand
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e 4. Step: Remove the FTP root access rights after you have finished your write operations. Just
reboot the IGW/100 Linux Security Gateway to restore the old FTP configuration.

Please note: After the password change in the 1. step, each new Telnet login needs the new
password.

o+ Telnet 192.168.0.126
- SSV Embedded Linux Gateway - Version 0.081-2.4.20-1-MB100-ADNP1520-1-20040401 E

emblinux login: root
Password:

BusyBox v@.60.1 (2001.09.28-09:44+2088) Built-in shell (ash)

Enter 'help’ for a list of built-in commands.

#

That is all.
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